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Portugal’s Open Digital Economy

In today’s global economy, data is an organisa-
tion’s most critical asset, and companies face
the significant challenge of handling data while
ensuring data compliance. As a result, invest-
ment in infrastructure, such as European data
centres, have increased greatly in recent years.
This boom can be explained by the shift to cloud
computing.

A tech-friendly country serving as a beacon for
technological innovation both in the private and
public sectors, Portugal is positioning itself to
become a global player in hosting IT infrastruc-
ture and data management through cloud com-
puting.

The country stood out in the 2020 edition of
the European innovation scoreboard as it was
the only “strong innovator” country to perform
above the EU average in the “Innovation-Friend-
ly Environment” parameter. Portugal has also
signed up for the WIPO GREEN digital project (a
marketplace for sustainable technology), which
promotes the exchange of green-technology
innovation between technological companies
and partners that intend to sell, license or dis-
tribute green technology.

Furthermore, the Portuguese government has
recently launched the Action Plan for Digital
Transition, which is intended to support digital
reforms in the economy and in the state.

This atmosphere of technological innovation is
favoured by the significant openness of the Por-
tuguese legal system.

Main Data Protection and Legal Privacy
Framework

The main framework with regard to personal
data in Portugal is the GDPR (General Data Pro-
tection Regulation) (Regulation (EU) 2016/679 of
the European Parliament and of the Council of
27 April 2016), on the protection of natural per-
sons with regard to the processing of personal
data and on the free movement of such data.

As the GDPR gives room to the member states
to implement specific provisions, Law 58/2019
of 8 August is the Portuguese law that ensures
the execution of those provisions into Portu-
guese law. However, unlike the implementation
law in other member states, the Portuguese law
adds a few new provisions to the GDPR. The
law ended up copying many of the provisions
set out in the GDPR and this forced the author-
ity responsible for supervising privacy and data
protection legal frameworks (Comissao Nacional
de Protecdo de Dados, or CNPD) to state that
it would not enforce these provisions by issu-
ing Deliberation 2019/494. Law 59/2019 of 8
August implements Directive (EU) 2016/680 of
the European Parliament and of the Council of
27 April 2016 on the protection of natural per-
sons with regard to the processing of personal
data by competent authorities for the purposes
of the prevention, investigation, detection or
prosecution of criminal offences or the execu-
tion of criminal penalties.

Finally, Directive 2002/58/EC of the European
Parliament and of the Council of 12 July 2002
concerning the processing of personal data and
the protection of privacy in the electronic com-
munications sector (the E-Privacy Directive),
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which is the lex specialis to the GDPR, was
implemented in Portugal by Law 41/2004 of 18
August.

Direct Marketing

On 25 January 2022, the CNPD issued guide-
lines regarding direct marketing (Diretriz/2022/1),
a matter that has been subject to a significant
number of complaints. This is one of the few
guidelines issued since 2018.

These guidelines advise organisations to revise
their direct marketing practices. They also sum-
marise the main topics of the applicable rules
that result from the GDPR and Law 41/2004 of
18 August.

The document clarifies that when the control-
ler and the recipient of the communications
do not have a prior relationship, the only appli-
cable legal ground is consent, despite Recital
(47) of the GDPR. Under Article 13-A of Law
41/2004 of 18 August, controllers can only rely
on a legitimate interest when they have obtained
the contact details in the context of a previous
commercial relationship, and if they send com-
munications for direct marketing of their similar
products or services. Furthermore, customers
must clearly and distinctly have been given the
opportunity to object, free of charge and in an
easy manner, to such use of electronic contact
details when these are collected and on the
occasion of each message if the customer has
not initially refused such use. In other words,
besides the requirements in Article 6(1)(f) GDPR
and the required balancing test, these conditions
also have to be met, and third parties other than
the one that previously had the relationship with
the customer cannot rely on a legitimate interest
for direct marketing purposes. Instead, they can
only rely on consent.

When consent is required, it must meet the
requirements of Article 4(11) of the GDPR, and

must be preceded by the necessary information
to comply with Article 5(1)(a) and Articles 13 or
14.

The CNPD also stressed the responsibilities of
controllers, even when marketing agencies or
any third parties are responsible for marketing
campaigns, and the need to comply with Article
28 of the GDPR and provide clear instructions.
Third-party databases cannot be used unless
consent has been obtained from one clearly
identified specific entity.

To sum up — these guidelines refer to:

« the strict field of application of the legitimate
interest ground for these purposes;

« the difficulties of using third-party databases;

- the fact that, even if third parties are respon-
sible for the campaigns, the controller is still
legally responsible; and

« the applicability of the additional require-
ments to the GDPR - provided by Article 13-A
- to calls with human intervention.

Prior to the guidelines, this was not clear,
because the provision only refers to automatic
calls without human intervention, despite being
merely exemplificative.

Data Protection Enforcement
Under the GDPR, national authorities have, inter
alia, the power to:

« carry out investigations in the form of data
protection audits;

« notify the controller or processor of alleged
violations of the GDPR,;

« obtain from the controller and processor
access to all personal data necessary to per-
form their duties; and

« obtain access to all the premises of the con-
troller and the processor, including the equip-
ment and means of data processing.
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The duty of co-operation imposed on public and
private entities may lead to examination of data
files and of documentation relating to the pro-
cessing of personal data.

The supervisory authority also has the power
to terminate or suspend the processing opera-
tions, should it consider that they infringe data
protection law. Controllers and processors may
apply to an administrative court for an injunction
to overturn the administrative act issued by the
authority.

In this regard, the CNPD has been taking a rela-
tively soft approach when compared with other
EU supervisory authorities (such as the Spanish
AEPD, the French CNIL, or the Italian Garante)
when enforcing the regulatory landscape. The
CNPD has issued only a few guidelines since
2018. The supervisory authority has not yet pub-
lished its plan of activities for 2022. However,
the document for 2021 planned the issuance of
guidelines regarding (i) the processing of chil-
dren’s data, (ii) cookies and (iii) privacy policies,
and it is expected these could be issued during
this year. The plan also included an assessment
of the impact on the protection of personal data
of the use, in new contexts, of artificial intelli-
gence technologies, particularly machine learn-
ing, and the attention to be given, for the pur-
poses of law enforcement and audits, to video
surveillance in public areas, call centres, and the
sharing economy’s mobility platforms.

For example, according to data made avail-
able by the CNPD, there was a total of 34 fines
in 2019 (up to EUR600,000). In 2020, the first
year of the pandemic, there were 14 fines (up to
EUR47,000).

However, while the official numbers for 2021 are
yet to be released, it is fair to say that the activity
of CNPD may be increasing. This can be seen
in the very recent Municipality of Lisbon case.

In this case, on 21 December 2021, the CNPD
imposed a fine on the Municipality of Lisbon in
the amount of EUR1.25 million for breach, inter
alia, of the principles of lawfulness, transparency
and the duty to provide information under Arti-
cle 13 of the GDPR. This was a case in which
the CNPD considered that there was a severe
breach of personal data rules.

The most recent enforcement trends show that
the CNPD tends to be more active in three situ-
ations:

* potential infringements committed by public
entities, particularly against sensitive data;

« any case involving large volumes of data, that
may appear en masse on a news outlet creat-
ing a situation of public alarm; and

« violations of Law 41/2004 of 18 August,
regarding unsolicited communications.

International Data Transfers and Data
Sovereignty in Portugal

An important feature of the Portuguese system
is that, in contrast with other countries, Portu-
gal does not have any specific law or provision
establishing an obligation to process data in its
territory.

Even with regard to special categories of per-
sonal data, such as health data, Portugal does
not restrict the processing of such data to its ter-
ritory, so the general rules on international data
transfers apply.

This means that the main framework with regard
to personal data is the rules laid down in Chap-
ter V of the GDPR regarding international data
transfers.

Following the Court of Justice of the Europe-
an Union’s (CJEU) C-311/18 Schrems Il judg-
ment, transfers to third countries or international
organisations with the appropriate safeguards
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under the GDPR have been subject to a thresh-
old set by the CJEU. Portugal does not add any-
thing new to the current EU legal practice and
the CNPD has not issued any guidance in this
regard.

However, the CNPD has been more active in
the field of international data transfers, espe-
cially when sensitive data may be involved. Two
emblematic cases in this respect are:

« the data protection order issued against
Instituto Nacional de Estatistica regarding
the suspension of international transfers of
personal data to the USA in the context of the
Census 2021; and

« the “Respondus” case, an educational proc-
toring platform for universities, where the
CNPD ordered the university concerned to
stop using that platform.

While the authors of this article are aware that the
Portuguese government has been working on a
new national strategy for data, no substantial
changes in this subject are expected. Neverthe-
less, according to Portugal’s Cloud Strategy for
the Public Administration approved in Novem-
ber 2020, data sovereignty may play a role when
cloud service providers are offering services to
the public administration. In other words, public
administration bodies may be tempted to estab-
lish data sovereignty requirements when draft-
ing tender specifications in public procurement
procedures, which may affect the capacity of
certain cloud service providers to compete by
offering these services to those public bodies.

Finally, it is worth mentioning that no specific
rules apply to non-personal data, notwithstand-
ing the provisions of Regulation (EU) 2018/1807
of the European Parliament and of the Council
of 14 November 2018 on a framework for the
free flow of non-personal data in the European
Union.

All'in all, this regulatory environment places Por-
tugal as one of the countries with fewer regula-
tory constraints when it comes to data localisa-
tion requirements.

Data Protection and Cybersecurity

A final trend relates to cybersecurity. The begin-
ning of 2022 was marked by several cyber-
attacks on media and telecommunications com-
panies and the Portuguese Parliament’s website.
When it comes to the legal framework applicable
in Portugal to cybersecurity, Law 46/2018 of 13
August implemented into national law the NIS
(Network and Information Security) Directive
(Directive (EU) 2016/1148 of the European Par-
liament and of the Council of 6 July 2016). In a
similar vein, Law 65/21 of 30 July regulates spe-
cific aspects of Law 46/2018 of 13 August and
defines cybersecurity certification obligations in
implementation of Regulation (EU) 2019/881 of
the European Parliament of 17 April 2019, thus
providing for a high level of network and informa-
tion system security within the country.

As the cybersecurity landscape is evolving, the
European Commission has launched a proposal
for a new NIS Directive (NIS2) intended to repeal
the current one and enhance the level of cyber-
security in the EU.

Portugal benefits from the NIS framework and
the European strategy to tackle cybersecurity
threats and address both the cybersecurity and
physical resilience of critical infrastructure and
networks, which allows the EU to claim leader-
ship in international cyberspace rules and stand-
ards. However, it is also true that organisations
and companies are being confronted with the
need to assess and improve the robustness of
security systems in order to avoid security inci-
dents and data breach incidents.
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PLMJ is a law firm based in Portugal that com-
bines a full service offering with bespoke legal
expertise. For more than 50 years, the firm has
taken an innovative and creative approach to
produce tailor-made solutions to effectively de-
fend the interests of its clients. The firm sup-
ports its clients in all areas of the law, often with
multidisciplinary teams, and always acting as a
business partner in the most strategic decision-
making processes. With the aim of being close
to its clients, the firm created PLMJ Colab, its
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